Aranet MQTT functionality and integration with Amazon AWS and
Microsoft Azure

1. General MQTT network structure:

publisher broker subscriber

Customer premises

2. MQTT message format

Sensor measurement data messages from the PRO base can be published on the MQTT broker in 3
following formats (hierarchy):

1) raw

in topic structure <root topic name>/<PRO base serial number>[sensors/<sensor

ID>/measurements/<measurement type> where

a) <root topic name> - Aranet PRO base station MQTT message identification name which
should be configured on the base MQTT page Root topic field. For more details see below
Aranet PRO base station configuration interface

b) <PRO base serial number> - serial number of PRO base station;

c) <sensor ID> - 6 HEX digit sensor ID where the first digit is the sensor segment (for details see
Segments for sensors document) and remaining 5 digits are from sensor marking from the
physical label on the sensor body which can be seen also in PRO base station graphical user
interface;



https://dl.aranet.com/wp-content/uploads/2021/01/05163746/Segments-for-sensors.pdf

d) <measurement type> can be one of the following:

a.
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temperature — data is given in degrees C (Celsius);

humidity — relative humidity data is given in percentage %;

co2 — carbon dioxide concentration level data given in ppm(parts per million);
c02Abc — shows whether CO2 manual (0) or automatic (1) calibration mode is enabled
for the sensor;

atmosphericpressure — atmospheric pressure data are given in Pa (Pascal);

voltage — data are given in V (Volts);

current — electric current data given in A (Ampere);

weight — tarred weight in kg (kilogram);

weight raw — untarred weight in kg (kilogram);

illuminance — data from LUX sensor given in Ix (lux);

distance — data are given in m (meters);

vwc -volumetric water content data of soil/substrate given as a fraction of one whole;

. bec — bulk electric conductivity data are given in S/m (Siemens per meter);

pec - pore water electrical conductivity data are given in S/m (Siemens per meter);
dp - dielectric permittivity data of soil or substrate given in absolute numbers;

ppfd - photosynthetic photon flux density data are given in micromol/(m?s) (micromol
per square meters multiplied by seconds);

pulses — periodic pulses in absolute numbers;

pulsescumulative - cumulative pulses in absolute numbers;

co — carbon monoxide concentration level data are given in ppm (parts per million);
differentialpressure — data are given in Pa (Pascal);

derived — derived measurements in user-defined units;

rssi — received signal strength data given in dBm;

battery — battery charge level which is given as a fraction of one whole;

time - measurement time in Unix epoch format:
https://www.freeformatter.com/epoch-timestamp-to-date-converter.html

Additionally measurement units for the sensor data according to measurement type is published in topics:
<root topic name>/<PRO base serial number>/sensors/<sensor ID> [measurements/<measurement

type>/units

¥ broker.hivemg.com
¥ Aranetest
¥ 394260700033
¥ sensors
¥ 100051
productNumber = TDSPTO0
¥ measurements
¥ humidity = 42.0

units = %
units = C
¥rssi=-74

units = dBm
time = 1618671102
¥ battery = 0.07
units =/


https://www.freeformatter.com/epoch-timestamp-to-date-converter.html

2)

3)

JSON
in topic structure <root topic name>/<PRO base serial number>/sensors/<sensor

ID>/json/measurements
¥ broker.hivemg.com
¥ Aranet
¥ 349681000816
¥ sensors
¥ 2021B7
name = 202187
productNumber = TOSPT306
¥ json
measurements = { "“temperature”: "21.800", "rssi": "-74", "time": 1618671680, "battery": "0.93" }

Azure format for sensor data publishing to Azure loT Hub platform:

¥ devices/34968 1000818/ messagesfevents magType=sensorMeasuramentsLuld=101306

1
TLEnsors”
1
"uldT: "181386",
"measurenents”: |
1
"measurement™ s “humidity ™,
"walue™: "1E. @7,
“unitsT: "E"
1
"measurement™: “temperature”,
"walue™: "21.E%8",
“unitsT: "C"
1
"megsurement™: "resl”,
“walue™: "-477,
"unitsT: "dBm”
1
"megsurement” s TTima”,
“walue”: 161EG691111
1
"measurement™: Thattery”,
"walue™: "@.0@",
“unitsT: g
]
h



Sensor alarm messages from PRO base is published on the MQTT broker in following hierarchy(format):
<root topic name>/<PRO base serial number>/sensors/<sensor ID>/alarms/ +

a. battery/activeSince — showing time in Unix epoch format when low battery charge alarm
appeared in the sensor:
¥ broker.hivemqg.com
¥ Aranet
¥ 3496810003816
¥ sensors
¥ 30014E
productNumber = TDSPC004
name = 30014E
¥ alarms
¥ battery
‘activeSince = 1618650883
b. channel/activeSince — showing time in Unix epoch format when Aranet PRO base station
recorded the event when sensor started using different radio channel than configured on the base
itself:
¥ broker.hivemq.com
¥ Aranet
¥ 349681000816
¥ sensors
¥ 2021B7
name = 2021B7
productNumber = TDSPT306
Valarms
¥ channel
activeSince = 1618673067
c. packetsLost/activeSince — showing time in Unix epoch format when Aranet PRO base station
recorded that measurement data from some sensor is not received/missing:
¥ broker.hivemq.com
¥ Aranet
¥ 349681000816
¥ sensors
¥ 101306
¥ alarms
¥ packetsLost



errorFlags/
a. value - showing number error code value when instead of measurements error message
was received from the sensor;
b. activeSince - showing time in Unix epoch format when instead of the measurement error
message was received from the sensors:
¥ broker.hivemg.com
¥ Aranet
¥ 349681000816
¥ sensors
¥ 1022FF
name = 1022FF
productNumber = TDSPT409
¥ alarms
¥ errorFlags

value =33
activeSince = 1613676856

<measurement> - shows for which measured parameter configured alarm threshold was
breached;
a. value —shows measurement value that generated the alarm;
b. diff — shows value by what configured alarm threshold was breached. It is positive when
the upper threshold was breached and negative when the lower threshold is breached;

c. activeSince - shows time in Unix epoch format when alarm threshold was breached:
¥ broker.hivemq.com
¥ Aranet
¥ 349681000816
¥ sensors
¥ 1022FF
name = 1022FF
productNumber = TDSPT409
» measurements (9 topics, 45 messages)
¥ alarms
¥ temperature
value = 24 .65
diff = 18.25
‘activeSince = 1618677267

Aranet PRO base station publishes also:

1)

2)

name that is assigned to the sensor on the Aranet PRO base station in topic <root topic
name>/<PRO base serial number>[sensors/<sensor ID>/name and
product number of the sensor in topic <root topic name>/<PRO base serial
number>[sensors/<sensor ID>/productNumber:
¥ broker.hivemg.com
¥ Aranet
¥ 349681000816
¥ sensors
¥ 202187
‘name = Name of the sensor
productNumber = TDSPT306
name of the Aranet PRO base station itself in topic <root topic name>/<PRO base serial
number>/name:
¥ broker.hivemq.com
¥ Aranet
¥ 349681000316



3.

Aranet PRO base station configuration interface

Aranet PRO base station connection to MQTT broker is configured in the MQTT section of the graphical
user interface. In the example below we will use configuration for connection to Hivemq public MQTT
broker broker.hivemq.com:

1)
2)
3)
4)

5)

6)

7)

8)

A Home

I~ Graph
Settings

@ sensors

Im Groups

'\ System
Integrations

o Aranet Cloud

o About

{1 Fullscreen

Enable — allows enabling/disabling MQTT data transmission from Aranet PRO base station;
Host address — allows configuring IP address or hostname for the MQTT broker;
Port — allows selecting the TCP port used for the connection to the MQTT broker. The most
common ports are 1883 or 8883;
Protocol version — allows selecting MQTT protocol version used for connection to MQTT broker.
The broker should support this version;
Authentication - upon necessity allows enabling additional authentication for the connection to
MQTT broker and enter

a. Username and

b. Password for such connection authentication;
QoS level (0, 1 or 2) for MQTT message delivery on the MQTT broker can be selected as necessary
http://www.steves-internet-guide.com/understanding-matt-gos-levels-part-1/ and
http://www.steves-internet-guide.com/understanding-mqtt-qos-2/;
Root topic — allows selecting root topic name with what MQTT messages will be published from
Aranet PRO base station on MQTT broker. In our example, we will use the name Aranet;
Sensor measurement format — allows selecting format (raw, JSSON or Azure) in which MQTT
messages from Aranet PRO base station will be published on MQTT broker;



http://www.steves-internet-guide.com/understanding-mqtt-qos-levels-part-1/
http://www.steves-internet-guide.com/understanding-mqtt-qos-2/
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9) Encryption - upon necessity allows configuration of additional encrypted certificates (TLS version
1.1, 1.2 or 1.3) to be used for the more secure connection to the MQTT broker;
a. Validate host certificate — enable to upload necessary secure connection certificates;

+ MQTT_CACRT
b. — ST - press to upload root CA certificate in PEM format for MQTT broker;

c. Supply client certificate - enable to upload the device public certificate and private key
for secure connection to MQTT broker

+ MOQTT_CLIENT KEY . .
£ Marr - press to upload the Aranet PRO base station private key for secure

connection to MQTT broker;

¥ MQTT_CUENT.CRT _ press to upload the Aranet PRO base station public key for secure

connection to MQTT broker
10) When all necessary configuration parameters are entered, they should be saved by pressing the

blue Save icon . If configured MQTT connection is successful, then Connection successful
message will be shown on the top of the page showing also the precise time when the connection
was established.



4. MQTT connection configuration with Amazon AWS platform

Aranet PRO base station allows all sensor data publishing directly to AWS loT Core, but here base only
should have firmware version at least 2.5.17. So before proceeding further, please first check the firmware
version of Aranet PRO base station in the graphical user interface section System = FIRMWARE and if it
is older than 2.5.17, then update to the latest version available from https://aranet.com/downloads/
section of our webpage:

% =2 root

& Home

I~ Graph
Settings

@ Sensors

I Groups

9, system |

NTEgratons

S MQTT

o Aranet Cloud

The MQTT connection configuration with the Amazon AWS platform itself can be done in the following
steps:

1. Loginto Your AWS account and go to the loT Core section of the platform;
2. Open section Secure - Policies and Create a policy:

AWS loT X AWS IoT > Policies

Monitor

Activity

» Onboard /\
» Manage
P Greengrass

1 \/

Certificates
CAs

Role Aliases

You don't have any policies yet

AWS loT policies give things permission to access AWS loT resources (like other things, MQTT topics, or thing shadows).

Authorizers

» Defend

» Act Learn more Create a policy 3



https://aranet.com/downloads/

3. Enter the Name of the policy, select Action as iot.* and Resource ARN as *, click to Allow Effect
and press on Create button:

Create a policy

Create & pollcy to define a set of authorized actlons. You can authorize actlons oh one or mors resources (things, toples, tople filters). To learn
more about 10T policles go to the AWS [oT Pelicles documentation page.

MName

aranet_pollcy_name

Add statements

Pollcy statements define the types of actions that can be performed by & resource. Advanced mode

Actlon

lot:*

Respurce ARMN

B

Effect

E Allow Deny

Add statement

4. Then go to section Manage - Things and press on Register a thing:

AWS loT X AWS loT > Things

Monitor
Activity
» Onboard

¥ Manage
Things \0‘7

Types

Crmmo

>
&

Thing groups

Billing groups

Jobs
Tunnels
» Greengrass You don't have any things yet
A thing is the representation of a device in the cloud.
¥ Secure

Certificates

Learn more Register a thin

CAs

Role Aliases



5. Press on Create a single thing:

Creating AWS loT things

An |oT thing is a representation and record of your physical device in the cloud. Any physical
device needs a thing record in order to work with AWS IoT. Learn moare.

Register a single AWS loT thing
Create a thing in your registry Create a single thing

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS |oT, or Create many things
register devices so they are ready to connect to AWS loT.

Cancel Create a single thing

6. Enter the Name for AWS connection with Aranet PRO base station and press Next:

CRE HRG

Add your device to the thing registry

Thiks step craates an erdry e the thireg Feglstry and & thirg shadow for your devoe.
M

r:mg_p"’_,ﬁr:mt_m:d

Anply & type to this thing

Usirg a thire type sirglfes davice managemant by providing consistent registry data for things that chara a type. Tyoes provids things with &
cammace set of attrisutes, which dascoriae the ldaréity amd camaiilitias of your device, and a description.

Thing Type

Mo typo celected N

2dd this thing to a group

ASdIng Wour ening o @ groun Elows you to Manage oevioas remotely Lsing jabs.

Thing Growp

Groups S Create group  Chamgo

et searchable thing attributes (optional)
Ervbar @ valuse fior ane or more of thess abirfoubas so that wou cam seandn for pour things In the regletry.

Attribute key Value

Provic an attribuote key, &g Marofecborar Prondde an attribubs vales, &g Aome-Corporation
Show thing shadow =

Camcel



7. Press on Create certificate:

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate Create certificate

authority.

Upload your own certificate signing request (CSR) based on a private key you own.

8. Download both A certificate for this thing and A private key on Your computer and press on
Activate:

Download these files and save them in 2 safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this thing e7249df18e.cert.pem Download
A public key e7249df18e public key Download
A private key e7249df18e. private key Dawnload

You also need to download a root CA for AWS loT:
A root CA for AWS lo| Download

Cancel Done Attach a policy




9. After that click on Download link next to A root CA for AWS loT and from the opened new page
right click with the mouse to Save link as... for Amazon Root CA 1.

CA certificates for server authentication

Depending on which type of data endpoint you are using and which cipher suite
you have negotiated, AWS loT Core server authentication certificates are signed by

one of the following root CA certificates:

VeriSign Endpoints (legacy)

« RSA 2048 bit key: VeriSign Class 3 Publ ~ ©pen linkinnew tab
Open link in new window
Amazon Trust Services Endpoints (preferr Open link in incognito window
Save link as...
(® Note Copy link address

You might need to right click these li ¢) conview b

these certificates as files. @) Video DownloadHelper N
Inspect Ctrl+Shift+|

» RSA 2048 bit key. Amazon Root CA 1[4

» RSA 4096 bit key: Amazon Root CA 2. Reserved for future use,

10. Save certificate file on Your computer adding extension .crt

File name: | AmazonRootCAl.pem.crt

Save as type: | PEM File (*.pem)

~ Hide Folders Save Cancel

11. Next go back to the Certificate page and press on Attach a policy button:

Certificate created!

Download these files and save them in 2 safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

. 27245df18e.cert. pem Download
thing
A public key ©7249df18e public.key Download
A private key £7245df18e private key Download

You alse need to download a root CA for AWS loT:
A root CA for AWS loT Download

[

Cancel Attach a policy



12. Select the previously created in step 3 and click on Register Thing:

Add a policy for your thing

Select a policy to attach to this certificate:
Search policies

B aranet_policy_name View

1 policy selected Register Thing

13. Next go to section Settings and copy Your AWS Endpoint address:

'
AW leT * AWS 10T Sebtings
Moo Settings
Actiity
Device data endpoint i
* Onboard po - c
Foalr VRS DA T LGF FIUr Sccourt s deeeicr diata endeont © Tect o AW
v Munage
Things Each of yousr things has a AEST AP available at this endpoint. MOTT dients ard &S loT Device SDES B also use this
ardinaint.
Typis
Thing Qroups Endogint
Bilireg groups P a2 bO5TigSmE ty- ats ot us-sast- . amazo nams. com
L
Turrsls
Domaln configurations
b Grecngrass Wiou can areate domain contgurations bo sirglity tasks such 2 migrating devices
b ANS BoT Cong, migrating application infrastructune to 8VS 10T Core and
v SeCure Tiairtaining brand identng.
Cortificates L Create deimaln configuraticn
Policies
Chz KName Deomiain e Status Servioe type Date updated
Aole Allazes
Autharizers No domain configurations
You don't have sy domain confgurations
» Defend
Creabe domain configuration
B Al
ast
ogs -
Fou can manage AW kT logaing to oy eiphd nformeton o CosdWaetich Loga
Sottware
Sattings
As massades nom your devices pass throwgh the message broker and the nles engine, AWS 0T Logs process evoents
Laarm

which can ba helptul in roubleshoating.



14. Now login to Aranet PRO base station graphical user interface and go to the MQTT section. Enable
MQTT connection and paste previously copied AWS Endpoint information in Host address field.
Enter Port = 8883 and choose Protocol version = MQTT v3.1.1 without Authentification:

=8 root

M Home

|~ Graph
Sewings

@ Sensors

I Groups

'\ System

Integrations

S MQTT | 1

o Aranet Cloud

15. Next set necessary QoS level (0 or 1, but 2 is not supported by AWS) for MQTT message delivery
in AWS system, their Root topic and Sensor measurement format (raw or JSON)

Root toplc ™
Aranet

SENsOr measurement format
raw 3 -



16. Then select Encryption = TLSv1.2, enable Validate host certificate and clicking on MQTT_CA.CRT
upload AmazonRootCAl.pem.crt from step 9:

TLSv1.2
@ Validate nost certificate

Host CA certificate
1024/2048 bit PEM encoded

4 MQTT_CACRT

€ Open *
4 { » This PC » Downloads v ] O Search Downloads
Organize = New folder ==~ 1 @
A Name Dat
~ Today (3)
[ fb0e185596-private.pem.key
B This PC [=] fhe1R5350R- certificate.nem.crt
— This
T AmazonRootCAl.pem.crt
- 3D Objects = E
[ Desktop
@ Documents
; Downloads
J‘! Music
&= Pictures
m Videos
s 05(C)
=¥ Network i =
File name: ArmazonRootCAl.pem.crt v| All Files (*%) ~

Cance'




17. Finally enable Supply client certificate, clicking on MQTT_CLIENT.KEY upload ...-private.pem.key
file, but clicking on MQTT_CLIENT.CRT upload -certificate.pem.crt file and then press on Save
icon:

. Supply client certificate

Client private key
1024/2048 bit PEM encoded

4+ MQTT_CLIENT KEY E?REGEI\ERATE

0 rnqrrClient.csr

|4

Client certificate
1024/2048 bit PEM encoded

4+ MOQTT_CLIENT.CRT

- [@

And now Aranet PRO base station MQTT connection to AWS Core loT service should be enabled and
sensor data should be published on the AWS platform. Connection success should be indicated on the top
of the MQTT page of the Aranet Pro base station:

= MQTT Search

. Connection successful



From the AWS platform data reception could be checked from section Test entering the Root or any other
relevant topic for the previously configured Aranet PRO base station (in our example, Aranet/#) and
pressing on Subscribe button:

AWS loT x AWSIoT 5 MQTT test client
Manitor MQTT test client i
Activity
You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT that by topics to their state to AWS |oT. AWS 10T also publishes MQTT messages to inform devices
» Onboard and apps of changes and events. You can subseribe to MQTT message topics and publish MOTT messages te topics by using the MOTT test client
v Manage
hings Subscribe to a topic | Publish to a topic
Types
Thing araues Topic fter Info
The topic flter describes the tapicls) ta which you want to subserie. The topic fiter can indude MGTT wildrard characters
Biling groups [ 1o
Jobs -
Tunnels » Additional configuration
» Greengrass 2
Subseribe ]
v secure
Certificates.
Policies
s
Asanet/n @ X
Role liases
v 10008 !
Autharizsrs
» Defend
» Act
1 ¥ Aranet/349681000816/sensors/60001F/measurements/rssi

-se

5. MQTT connection configuration with Azure loT Hub

Aranet PRO base station allows also all sensor data publishing directly to Azure IoT Hub, but here the base
should also have the firmware version at least 2.5.17. So before proceeding further, please first check the
firmware version of the Aranet PRO base station in the graphical user interface section System >
FIRMWARE and if it is older than 2.5.17, then update to the latest version available from
https://aranet.com/downloads/ section of our webpage:

A =2 root =
g ©

# Home

|~ Graph
Settings

@ Sensors

I Groups

'\ System 1

ntegratxons

S MQTT

b Aranet Cloud



https://aranet.com/downloads/

1. Next check and save for further use the Serial number of the Aranet PRO base station You have.
It can be seen on the label on the back of the physical device or from the graphical user interface
section System - STATUS:

=% root

M Home

I Graph
Settings

@ Ssensors

B Groups

9, System| 1

Integrations
N MQTT

& Aranet Cloud

2. Loginto Your Azure account and create a new loT Hub resource:

& = C @ htips//portalazure.com/#home

@I £ search resources, services, and docs (G+/)

Azure services

+ (%) o

Create a Resource loT Hub All resources
resource groups

3. Click on New:

&« = C 8 https://portal.azure.com/#blade/HubsExtension/BrowseResource/resourceType/Microsoft.Devices%2FlotHubs
Microsoft Azure A2 Search resources, services, and docs (G+/)

Home >

loT Hub =

SAF Tehnika AS

+ Mew | £52 Manage view ) Refresh Export to CSV = Cpen query @ Assign tags 7 reedback




4. In the next window Create new for Resource group, enter the necessary Name and press on OK
button:

< c

8@ https://portal.azure.com/#create/Microsoft.lotHub

p - e ServiCESJ GRS —

Home > loT Hub >

loT Hub

SAF Tehnika AS

MNew il‘é? Manage view

« loT hub

Microsoft

Basics  Metworking Management Tags  Review + creats

Filter for any field...

Name T

No loT hub to display

Create an loT hub to help you connect, monitor, and manage billions of your 10T assets. Learn more

Project details

Choose the subscription you'll use to manage deployments and costs, Use resource groups like folders to h
organize and manage resources,

Subscription* @ |

L

Resource group * (0 | (New) Aranet

Create new

Region * (D : )
A resource group is a container that holds related

loT hub name * @ resources for an Azure solution.

Mame *

Araneﬂ

o I

5. Inthe same window enter necessary loT hub name and press Review + create button:

&

@I R Search resources, services, and docs (G+/) E’

Home >

c & https://portal.azure.com/#create/Microsoft.lotHub

loT Hub >

loT Hub

SAF Tehnika AS

Mew f‘}; Manage view

« loT hub

Microsoft

Basics  Networking Management Tags Review + create

Filter for any field...

Name T

MNo loT hub to display

Create loT hub

Create an loT hub to help you connect, monitor, and manage billions of your loT assets. Learn more

Project details

Choose the subscription you'll use to manage deployments and costs, Use resource groups like folders to help you
organize and manage resources.

Subscription* @ | ~

|_ Resource group * (@ | (New) Aranet o
Create new

Region * (O | East US v

loT hub name * @ | aranetpro v

< Previous Next: Networking =



6. Then press Create button again:
&« c 8 hitps://portal.azure.com/#create/Microsoft.lotHub

Microsnft Azure @ L Search resources, services, and docs (G+/)

Home > loT Hub >

loT Hub « loT hub

SAF Tehnika AS Microsoft

+ New fé:? Manage view ~ 0 Validation passed.

| Filter for any field... |

Name Basics  Netwarking Management  Tags  Review + create
Basics
Subscription Frae Trial
Resource group Aranet
Region East US
loT hub name aranetpro
Metworking

No 10T hub to display o ) .

Connectivity method Public endpoint (all networks)
Private endpoint connections None
Management
Pricing and scale tier 51

Create loT hub Mext > Automation options

7. Wait for the Azure system to deploy the new resource and when it is done press on Go to resource
button:

< » C @ hitpsy/pontalazure.com/#blade/HubsExtension/DeploymentDetatisBlade/overview/id/ M2 Fsubsariptions%2F2b45d591-10a8-4a4¢-9501-422682d

(VEOPTY PN © | © sesrch resources. services, and docs (G+/)

Houie
4, aranetpro-4200621 | Overview #
Deployment

[ Beaech ccarte ] « [ Oelete (T Redepioy ) Refresh
% Overview € We'diove your feedback! =
x |nputs

Outputs @ Your deployment is complete
N Template

Deployment name: aranetpro-4200621
Subscription: Free Tria Correlation 1D: 898475af-8c0c-43be-Bed2- 773985305027
Resource groups Aranet

v Deployment details (Downioad)

~ Next steps

Add and configure 10T Dewices  Recommended

Configure rogtng rules ioe device messaging  Recommenced



< c

8. Then select the loT devices section from the left side menu:

e e e e

Home > loT Hub »

.T?"a‘ aranetpro =

IoT Hub

O Search [Ctrl=/) @

N ; -
h Overview

Activity log

P, Access control [IAM)

& Tags

£? Disgnoze and solve problems
Events

Settings
Shared access policies
dentity

& Pricing and scale

&> Networking

A Certificates

& Built-in endpaints

"« Failover

2% Properties

& Locks

Explorers

B Guery explorer

@ 107 devices

9. Presson New:

e

— Move ~ [i] Delete

“~ Essentials.

Resourcs group [change)
Status

Current location
Subscription [change)
Subscription ID

Tags (changs)

&

() Refresh

Aranet

Active

East US

Fras Trial
2b45dE01-1028-434c-0501-422622d2ddf2

Click here to add tags

Need a way to provision milliens of
devices?

loT Hub Device Provisioning Service enables zero-
touch, just-in-time provisioning to the right loT
hub without requiring human intervention.

we'd love your feedback!

Your valuable feedback will help us to batter

understand your requiremants in ordar to improvs
10T Hub

c

Microsoft Azure

Home > loT Hub * aranetpro

o om

| B Search (Ctrl+f)

| « BT MNew

;:F..' Owverview

Activity log

e

aranetpro | loT devices = -

loT Hub:

I{-N
-

Hostname

Pricing and scale tier

Mumber of IoT Hub units :

Minimum TLS Version

Need a way to monitor and secure your
10T solution?

Defender for 1T is 2 unified security management
service. It provides end-to-end threat analysis and
protection across hybrid cloud workloads and your
Azure loT solution.

Meed to simulate (0T Devices?

1T Device Simulation sccelerates solution
development using simulzted devices to help build
and test your project throughout the development
lifecycle.

: 51 - Standard

10

B

‘View, create, delete. and update devices in your loT Hub.

@ https://portal.azure.com/#@6ca88bed-0f7e-4512-9724-af8cfb7037 1b/resource/subscriptions/2b45d591-10a8-4a4c-9501-422682d3ddf3/resourceGroup

: aranetpro.azurs-devices.net

Want to lear
Check out loT #
use |oT Hub to
billiens of Inter

Meed to vali
models?

Use IoT Explore
devices’ impler
models stored
global repo.

8 https://portal.azure.com/#@6cal8besd-07e-4512-9f24-af8cft

O Search resources, services, and d



10. Just enter or copy the serial number of the Aranet PRO base station from step 1 in the Device ID
field without any additional symbols and characters and press the Save button:

Home » loT Hub > aranetpro >

,::,;: Create a device

0 Find Certified for Azure |oT devices in the Device Catalog
Device ID * (D)
346651000814 o

Authentication type (0
3 A
(ERIEEEED 500 Selif-Signed 30500 CA Signed

Primary key = (O

Enter your primary key
Secondary key * (D)

Enter your secondary key

Auto-generats keys (0

Conmnect this device to an 1oT hub ()
e

( |

CED o)

Parent device (1)

Mo parent device
Seta parent device

11. Next go to section Shared access policies, click on iothubowner record and copy information from
field Connection string—primary key:

< C # https://portal.azure.com/#@6ca88be8-0f7e-4512-9f24-af8cfb 70371b/resource/subscriptions/2b45d591-10a8-4a4c-9501-422682d3ddf3/resourceGroups/Ara... @ ¥¢

= Microsoft Azure 0 Search resources, services, and docs (G+/)

Home > loT Hub > aranetpro iothubﬂwner x
-7 aranetpro | Shared access policies = -
T ot Hub Bl swe X pisean

« + Add

- Aaczass poliey name

X Overview

Activity log o IoT Hub uses permissions to grant access to each loT hub endpeint. Permissions limit the ccess to an (0T hub based on functionality.

o i o Permissions
ccess contral (JAM) Registry read (O
¢ Tags
[2 search to fiter items... Segistry write ()
£? Diagnose and solve problems - -
Policy Parmissions Service conneet @
£
iothubowner ragistry write, sarvica connect device connact .
i Device connect (0
Sewings service senvice connace
Shared access palicies Savice device cannent
deniey registryRead registry resa Shared access keys
Primany k2y (O
®) Pricing =nd scale ReadWric v —~
[ 9 regiEmRezaWE registry wrte =

&> Metworking
Secondary ksy (0

A Cerificstes

& Built-in endpoints
Connection string—primary key (0

+". Failover N . — — i

Sropertiss
Connection string—secondary key )

Locks
o3

=]



12. Now go to https://github.com/Azure/azure-iot-explorer/releases and install Azure IoT explorer

on Your operating system:

& https://github.com/Azure/azure-iot-explorer/releases " Q

o Why GitHub?

< c

Team Enterprise Explore

Marketplace Pricing Search

B Azure [ azure-iot-explorer

<> Code Issues 1 Pull requests Actions

Sign in | Sign up |

[ Notifications

Projects (1 Wik Security nsights

Version 0.14.1

L’- } YingXue released this 27 days ago

tification

n is has been moved to Home as full page

n updated for Module Identities
Bug fixes:

= Navigation auto selection

* Plug and Play

o L

- Assets 5

) azure-iot-explorer_0.14.1 amdé4.deb

@ AzureloT.Explorerpreview.-0.14.1.dmg
@ Azure.loT.Explorer.preview.0.14.1.msi
[?) Source code (zip]

[ Source code (tar.gz)

13. Launch Azure loT explorer application and press on Add connection

# Azure loT Explorer (preview)
File Edit View Window Help

Azure loT Explorer (preview) Notifications

Home > loT hubs

Add connection

5?-,5 loT hubs

No connections to display

&% 10T Plug and Play...

You will need to add an loT hub connection string. Connection strings are saved to application

[l Notification Center

storage and can be edited or removed at any time by returning Home.


https://github.com/Azure/azure-iot-explorer/releases

14. In the opened window paste string from step 11 and press the Save button:
& Azure loT Explorer (preview)
File Edit View Window Help

Azure loT Explorer (preview) Notifications Settings

Home > loT hubs %
Add connection string

_ Connection string *

— Add conn

. HostMame=aranstpro.azure-

gu loT hubs devices.net:SharedAccessKeyName=iothubownerSharedAccessKey=0z51ciogd

No conne

- . jill nee

o age and
Help: : . g
Where do | get an loT hub connection string?
ere do 1y Please do not save your hub connection string to any unsafe locations
Host name
| aranetpro.azure-devices.net ‘ I}

Shared access policy name

| iothubowner ‘ Iy

Shared access policy key

e eEEeEEeEEAEES ST EEE R SEEEe ey @ | [

Save Cancel

15. Now click on the previously create Aranet PRO base station loT devices object:

<7 Azure loT Explorer (preview)

File Edit View Window Help

Azure loT Explorer (preview) Notifications Settings

Home > aranetpro > Devices

A

New () Refresh

Query by device ID... 2= ‘ (Y Add query parameteD

Device ID Status Connection st...  Authenticatio...  Laststatusup... loT Plug and ... Edge device

249581000818 Enabled Disconnected Sas --



16. Click on Connection string with SAS token subsection, select Primary key as Symmetric key, enter
necessary Expiration (minutes) time, for example, 9999999999, and press on Generate button
and then copy generated SAS token connection string:

File Edit View Window Help

Azure loT Explorer (preview) Notifications

Home > aranetpro > Devices > 349681000816 > Device identity

lanage ke

30s keyE
] Device identity

Device identity

Device ID
Emetry E
| 349651000516 | o
- - Primary key
= Cloud-to-de sczage SRR s R e = | 1Y
O bt odule idertities Secondary key
| = | =
R IR SRR =
Plug and Play component:
Primary connecticn string
| = | b
v " " " " " = | Y
Secondary connection string
Connection string with SAS token
Symmetric key *
Primary key
Expiration [minutes)
SAS token connection string

Connect this device to loT hub




17. Paste copied string in some text editor, for example, Notepad or Microsoft Word:
| *Untitled - Notepad — [m| X

File Edit Format View Help
HostName=aranetpro.azure-devices.net;Deviceld=349681800816;SharedAccessSignature=SharedAccessSignature sr=aranetpro.azure-de

18. Now open Aranet Pro base station graphical user interface section MQTT and:

1.
2.

oukWw

10.

Enable MQTT connection;
paste HostName= value from the text editor in the Host address field (in our example
aranetpro.azure-devices.net);
select Port as 8883;
select Protocol version as MQTT v3.1.1;
Enable Authentication;
in Username field paste HostName= value again, then slash “/” and serial number of Aranet
PRO base station (in our example, aranetpro.azure-devices.net/349681000816);
in Password field paste all the text string that comes after SharedAccessSignature= (in our
example, SharedAccessSignature sr=aranetpro.azure-de.... etc.;
select QoS level as 0 or 1 (2 is not supported by Azure);
enter any Root topic value as You want;
select Sensor measurement format as Azure (sensor measurements will not be accepted by
Azure platform if the format is selected as raw or JSON);
MOTT



11. select Encryption as TLSv1.2;
12. and finally press on the Save icon:

TLSw1.2

Validate host certificate

a

19. If the connection to the Azure platform is successful then the corresponding success message will
be shown on top of the MQTT page in Aranet PRO base station graphical user interface.
Additionally user can check what data is published on the Azure loT hub from the Azure loT

explorer application by clicking on the Telemetry section and then pressing on Start button:
Azure loT Explorer (preview)

File Edit View Window Help

Azure loT Explorer [preview)

Home > aranetpro > Devices > 349621000816 > Telemetry

Telemetry

Consumer group
b= Telemetry

Specify enqueve time

Use built-in event hub




